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UNU-IIGH Strategic Framework 2024-2028
Digital Health Governance

1. Background and context
Digital transformation and innovation is rapidly changing health systems. Digital technologies, including artificial intelligence (AI), have the promise to revolutionise access to healthcare, enhance diagnosis, strengthen health workforce and patient engagement, and improve health outcomes and lead to the realization of universal health coverage, while reducing healthcare costs. But these opportunities need to be balanced with potential challenges and risks, making strong digital health governance frameworks imperative.

Digital health governance can be defined as a multidimensional approach to regulating, coordinating, and ensuring the responsible and ethical use of digital technologies in healthcare. The ethical use of digital health technologies could enhance equity in health systems by protecting individuals' privacy, security, and safety. Digital health governance frameworks consider rights, norms, responsibilities, and risks in areas such as telemedicine and health information systems. They include laws, policies and guidelines for ethical data collection and meaningful consent, product validation, health data privacy and security, and algorithmic transparency and accountability. These frameworks aim to ensure that the use of digital health tools and health data use respect human rights and protect vulnerable populations. For example, WHO’s Call for Health Data Governance, September 2021 articulates the urgent need for a global health data governance framework to ensure that Health data must be collected, shared and stored in line with internationally approved standards and used ethically and equitably.

The WHO cautioned on the unsafe and unethical use of AI and highlighted the need for rigorous oversight, flagging the critical repercussions of technology advances on health (see WHO Ethics and Governance of AI for Health). The unregulated use of digital health technologies presents several risks:

a) Patient health records and other sensitive information can be stolen, sold to third parties, and/or used in unethical ways by governments or private companies, influencing access to healthcare, work, finance/insurance, citizenship or social protection. The collection, storage, and use of personal health data may happen without adequate patient consent or even awareness. Unauthorized access and use may have harmful consequences for individuals, particularly for women/girls, gender diverse individuals, racial and ethnic minorities, undocumented migrants or refugees, and people living with disabilities or chronic conditions. Additionally, examples of health data privacy violations in the public sphere can undermine public trust in digital health tools and data.

b) Unregulated digital health technologies are prone to malpractice and adverse events. Without accountability frameworks, it becomes difficult to assign responsibility and enforce remedial action for any harm caused by digital health technologies. That includes the deployment of algorithms without transparency and accountability that can perpetuate bias and discrimination, amplifying existing health disparities.

c) Health apps, social media platforms, wearable devices and other AI tools can be used to create and spread dis/misinformation related to health beliefs. In public health emergencies, for example, misinformation diminishes the effectiveness of public health responses. False health information, can lead to inappropriate diagnosis, ineffective treatments, or delay in seeking healthcare. 

Digital health governance requires enabling factors to facilitate its implementation. It’s clear that the absence of these conditions limits LMICs to benefit the full potential of technological advances in healthcare. Below are some examples of enabling factors.

· Standardization and interoperability of health information systems (HIS) to promote integrated healthcare delivery (e.g., between the private and public sectors). Digital health governance promotes interoperability, enabling standardization of information and responsible sharing of health information across different systems and stakeholders. Establishing standards and protocols for data sharing not only enhances coordination but also supports public health/clinical research and evidence-informed policy. However, in LMICs poor digital infrastructure and lack of skills can pose a barrier to interoperability.

· Skilled workforce capable of adapting to the technology integration in healthcare. Governments, educational institutions, and private healthcare organizations in the Global South should invest in training programs and knowledge exchange activities to enhance digital literacy and technical proficiency of healthcare professionals, policymakers, and communities.

· Digital health consortiums for the development of global goods that are digital health innovations replicable and adaptable to different national priorities. This requires alignment and cooperation among different stakeholders, including governments, healthcare providers, innovators, technology developers, researchers, and patient representatives based on mutual trust and transparency.

· International cooperation can facilitate knowledge sharing, avoid duplication of efforts to establish global governance frameworks and harmonization of standards. For example, the Health Data Collaborative (HDC) is a UHC2030-related initiative that convenes stakeholders from across the health data and digital ecosystem to strengthen country HIS, align partner resources with country priorities, and adapt global tools to local contexts.

Therefore, digital health initiatives should be regulated by strong governance structures aligned with national health policies and international standards. Models of digital health governance include those put forward by governments and corporations. These models are not necessarily aligned. For example, governments have laws, policies and guidelines to implement their national eHealth strategies embedded in their health system, while corporations have their own guidelines to implement digital health initiatives that respond to commercial interests. These frameworks often differ in their scope, objectives, and implementation strategies. xxx

2. UNU-IIGH's approach to Digital Health Governance 
As an independent global health think tank within the UN system with a mandate to advance the perspectives and needs of states and populations in the Global South, UNU-IIGH has a unique and important contribution to make towards facilitating cooperation between different stakeholders, including governments, research institutions and the private sector to promote better digital health governance globally. 
Specifically, UNU-IIGH would examine the research and policy challenges through a variety of lenses that are critical to digital health governance.
Gender and intersectionality
Digital health can exacerbate inequalities in healthcare access and health outcomes due to gender, literacy, and income-related digital gaps, as well as the rural-urban divide, migrant status, and disability. It is essential to consider factors such as internet access, digital literacy, language barriers, and cultural sensitivity to ensure equitable access and use of digital health services. Digital health governance should not only acknowledge but also transform the digital divides, ensuring that underserved communities have access to technological infrastructure and resources to benefit from digital health interventions. 

The impact of digital technologies on the lives of women and girls, particularly in relation to sexual and reproductive health and rights (SRHR), presents specific opportunities and challenges. With the help of technology and digital tools, access to reliable information and services related to contraception, abortion, STI prevention and counseling, and menstrual health can be significantly improved. This can be game-changing, especially in places where SRHR issues are still considered taboo. 

However, the intersection of AI and SRHR, although not entirely understood, raises additional implications, including issues related to safeguarding bodily autonomy, navigating gendered digital divides, and regulating risks around the use of sensitive data. For example, the control of personal data by big-tech companies poses a risk to the bodily autonomy of women and girls.

The restrictions and attacks on SRHR in many parts of the world—including LMICs—have been intensifying. To ensure that the potential of digital technology for enhancing SRHR is realized, alternative approaches to data governance must be discussed. Additionally, given the prevalence of technology-facilitated gender-based violence and gender biases in algorithms and the datasets used to train them, we must place women's and girls' rights at the center of these debates. 

Through this work package we would identify ways to strengthen health data governance with particular focus on SRHR.
Racism
Racial and ethnic minorities have historically faced disproportionate surveillance and privacy violations that can be perpetuate or exacerbate existing racial disparities. For example, facial recognition systems perform worse on darker-skinned women due to biased training data. In healthcare, biased AI algorithms may result in greater percentage of error in diagnosis or ineffective treatment for groups less represented in data, including racial and ethnic minorities.
Digital health governance should also promote diversity in technology design and development. Therefore it is crucial to have inclusive digital teams with individuals from diverse racial and ethnic backgrounds involved in designing, developing, and testing digital health technologies. This contributes to address the unique needs of different populations, and mitigate the risk of digital solutions perpetuating racial and ethnic disparities.
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Decolonisation  
Global North countries have historically exerted control over knowledge production privileging their systems of knowledge. In the context of digital health, knowledge and innovations designed in the Global North, are exported to the Global South disregarding their cultural specificity, health systems characteristics and population needs. This may conduce to harmful effects for health systems reinforcing North-South economic power imbalances. 
A similar concern is data colonialism that refers to the extraction and commodification of data from LMICs, often without people’s full informed consent for the benefit of big tech corporations from the Global North. This issue is exacerbated by the lack of/poor digital data governance frameworks in LMICs.
Through this work package we would address the colonial legacies and power asymmetries that impact digital health (lack of) governance.
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3. UNU-IIGH's modus operandi
Power analysis (Who would need to do what for that change/shift to happen)
· Governments and civil society work together to develop and adopt a common framework for good digital health governance practices.
· Private sector to adhere to international digital health regulations and move away from single application solutions to a more strategic approach to public goods that acts holistically with country priorities and long-term goals for health system strengthening
· Multiple global health partners to work alongside countries to improve the availability, quality, and use of health data for local decision-making and tracking progress toward SDG - health-related goals.
xxx
As a neutral convener, we would leverage our position within the UN and network of UNU institutes and governments in LMICs. We would need to work in partnership with other UN agencies and academic institutions, UNU—IIGH networks experts, practitioners, policy-makers and academics to serve as a platform for critical thinking, exchange of knowledge and tools, policy influence, and consensus-building on good data governance practices for better health, especially for communities left behind. We would advocate for evidence-based policy and the public support needed for change through these partnerships and disseminate and communicates findings and results that are practical, implementable and understandable; and monitor and reports to the office of the UN Secretary-General on critical policy shifts and trends in digital health governance. We would also host fellows in support of this area of work and conduct seminars, capacity building, and public events, as well as ‘flagship’ courses for the region.
Partnerships (Who would we need to work with/what partnerships we would need to build) 
Partnerships are central to UNU—IIGH’s approach and key to this package of work. UNU—IIGH has significant experience in partnering across the UN system, as well as with government ministries, civil society organisations, and the private sector. Located in Malaysia, the Institute brings low- and middle-income country voices and leadership to the policy dialogue table. As a member of the UN family, it leverages associated networks and the UN’s status. UNU—IIGH’s “non-aligned” position with respect to any particular UN agency or Member State, supported by its endowment, ensures academic independence and enables the Institute to bring a broader, interdisciplinary and intersectoral approach to its global health work.
Through its work with multilateral organisations (e.g. WHO, UNDP, UNICEF), Digital Health Collaboratives/Coalitions (e.g., i-DAIR, Digital Square, Transform Health), the private sector (e.g. GSMA and others), and other UNU Institutes (e.g. Macau, e-Gov) UNU-IIGH would build knowledge and capacity for decision-making by UN agencies, UN programmes, and Member States to foster global consensus on digital health governance.

4. Aims and Objectives 
4.a. Objective 
IIGH can contribute to:
· Generate/disseminate research evidence that demonstrates risks and negative effects resulting from use of ‘unregulated’ digital health technologies;
· Strengthen overall understanding and clarity of the role of AI in health particularly in LMICs;
· Facilitate knowledge exchange of effective governance practices and risk-mitigation strategies, especially for communities left behind (e.g., meaningful consent and accountability frameworks);
· Strengthen the knowledge and skills of stakeholders to implement digital health guidelines (e.g., WHO SMART guidelines);
· Develop frameworks for the ethical design and assessment of digital health tools (e.g., gender-transformative design); and
· Foster South-South collaborations to navigate the changing landscape of digital health governance.

Advance evidence-based policy on digital health governance and its impact on health 
We would achieve this objective by:
· generating recommendations and building consensus on digital health governance through the convening of policy dialogues with member states, UN agencies and other key stakeholders.
· undertaking translation and dissemination of global guidance and recommendations in digital health governance to make them relevant for country-level decision-makers.
· supporting the implementation of global guidance through expert briefings, advice and training.
· developing analytical tools and frameworks to inform the design and evaluation of digital health interventions.
· reviewing the evidence and generate new knowledge in approaches to addressing gender and intersectional inequalities of health impacts of digital health interventions. 
· strengthening capacity for local decision making through South-South learning and fostering engagement between academics, professional associations, researchers, civil society and policymakers.
· developing knowledge products to inform global policy and best practice. 

4.b. Benchmarks and milestones
While the precise benchmarks and milestones will be further defined based on consultations, key elements would include: 
· Policy analysis on key strategic areas: development of research and policy analysis on key areas of digital health governance. Ongoing from year 1 onwards. 
· Strategic partnerships: develop and strengthen strategic partnerships with key actors, particularly those working on digital health governance in LMICs (global south). This would include multilateral institutions; academic centers and think tanks; civil society organisations and others. Mapping and outreach to be completed in year 1 with modalities of cooperation determined based on partnership. 
· Strengthened presence in digital health related forums: UNU-IIGH to strengthen its presence in digital health forums. Nature of engagement to be determined by forum. Ongoing activity across the duration of strategic framework. 
· Global network/hub: IIGH would work towards establishment of a global network/hub digital health. Scoping and documentation completed in year 1. Outreach for prospective fundraising.   
· Convenings: Strategic convenings planned through the global network, either coinciding with digital health convenings or independently to build buy-in of policy-makers on different aspects of digital health governance.  Ongoing activity. 
· Capacity building: MOOCs, training and capacity building programmes particularly targeting policy makers and researchers in LMICs to strengthen research and policy development on digital health. IIGH to also explore academic partnerships to further enhance research and scholarship on these issues. 

6. Tactics (What tactics would you use) 
6.a. Research
UNU—IIGH would scan the environment to identify xxx where it is uniquely positioned to contribute to the policy debate through its own analysis. Following a comprehensive assessment, in this strategy period, UNU—IIGH will focus on: 
· Reviewing evidence to identify gaps and set a global research agenda. 
· Developing analytic/assessment tools to inform the design, implementation and monitoring and evaluation of programmes. 
· Informing policy processes through training, workshops, symposia and policy dialogues.
6.b. Knowledge management and communications (how will you enhance visibility of IIGH and UNU as a whole) 
UNU—IIGH will serve as a “policy hub” to support UN agencies and others to translate and disseminate global guidance and recommendations to make them relevant for country-level decision makers. It will do this by: 
· Convening policy dialogues and serving as a hub and platform, bringing together experts, academia, policy-makers and implementers to generate actionable recommendations, build consensus on key health impacts and catalyze action. 
· To inform the discussions, UNU—IIGH will review existing evidence, conducts secondary data analyses, and develops background papers with recommendations. 
· Informing Member States and UN agencies through communication and dissemination of evidence 
6.c. Capacity building and educational aspects 
UNU—IIGH will serve as a hub for South-South learning, bringing together academics, professional associations, researchers and policy-makers. The main activities may include: 
· Supporting South-South Engagement with a focus on linking low- and middle-income countries. Developing knowledge products to inform global policy, such as short course curricula and textbooks. 
· To the extent that it is relevant and applicable, local experiences (Malaysia/SE Asia) may be used as a case study for best practice and health systems learning. 
· Conducting trainings and seminars that bring multiple stakeholders together to enhance governments’ capacity in public health.

Guiding questions for feedback
1. If the approach outlined for UNU-IIGH in this document a right one? Are there are additional dimensions which UNU-IIGH should consider while it develops this work package. 
2. Is the modus-operandi outlined here right one to work on digital health governance? What additionally would you suggest for UNU-IIGH to consider?
3. What about the tactics? Are there any additional ones to consider as UNU-IIGH develops this work package. 
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